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SOURCING AND SECURING DUAL SUPPLY
RAILS OF TAMPER PROTECTED BATTERY
BACKED DOMAIN

CLAIM OF PRIORITY

This application claims priority under 35 U.S.C. 119(e)(1)
to U.S. Provisional Application No. 61/590,017 filed Jan. 24,
2012.

TECHNICAL FIELD OF THE INVENTION

The technical field of this invention is tamper protection
systems with dual (analog and digital) battery backed power
supplies.

BACKGROUND OF THE INVENTION

Secure systems store secret information pertaining opera-
tion of a device on the SOC (system on chip). Tamper pro-
tection systems monitor environmental and operational con-
ditions of the SOC in order to remove this secret information
if any tamper condition is detected.

Previous solutions use a single rail and an internally gen-
erated second rail.

SUMMARY OF THE INVENTION

This invention is a method to externally supply dual volt-
age rail to a secure domain that is protected against individual
supply attacks, without duplicating on chip monitor circuits
on both supply domains.

This invention assigns a high voltage (HV) analog supply
as the master supply for the secure domain and internally
switches in a second low voltage (V) digital supply rail
depending on the status of the HV rail. This allows having
tamper monitor circuits to be on the HV domain while logic
and memory is on the low voltage (V) domain.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other aspects of this invention are illustrated in
the drawings, in which:

FIG. 1 is a block diagram of an adaption of the prior art
voltage monitoring architecture for dual rail battery backed
domain; and

FIG. 2 is a block diagram of a method supplying dual rails
without compromising security and hardware efficiency of
this invention.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

Prior art system solutions developed for SOCs (System on
Chips) are typically implemented on CMOS process nodes
that employ HV transistors and low leakage digital circuits.
These systems can directly connect to battery voltage. Volt-
ages for the digital circuits power supply and if needed an
analog circuits power supply can be generated internally
without loss of systems efficiency. These systems only need
to observe tamper conditions on one externally sourced sup-
ply rail.

Newer SOCs are implemented on CMOS process nodes
that lack HV components. The absence HV components of
prohibits direct battery connection. The increased leakage of
digital circuits on these process nodes require the digital
power supply to be generated using a Switched Mode Supply
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to improve system’s power efficiency. Thus these newer sys-
tems require both analog (HV) and digital (LV) supply rails
sourced externally. In this case both of supply rails have to be
secured against any tamper attempts which may involve
applying lower or higher voltage, temperature or frequency
than the defined operational limits in order to put system in
vulnerable or undefined state to access the secret information.

This invention permits secure sourcing dual rails from an
external SMPS to the system. This invention does not allow
sourcing of the digital supply, which stores the secret infor-
mation to be protected, while the analog/tamper sensor sup-
ply is out of specification. This invention does not require
duplicate tamper monitor circuits on both voltage domains.
Thus this invention saves area and power while maintaining
system security.

Secure applications such as point of sale devices typically
store sensitive information in a battery backed domain
(BBD). Tamper protection circuits and methods are generally
used to protect this stored information against theft and tam-
pering. These circuits monitor supply rails, temperature, wire
meshes and the like.

Current secure applications use dual supply rails in the
BBD. These dual supply rails include a high voltage supply
for input and output (IO) pins and analog circuits and a low
voltage supply for digital circuits and memory. On chip volt-
age monitor circuits determine if the supply levels are within
the specified levels and identity attacks and protect system
against it. The voltage monitor circuits detect the absence of
a power supply or the presence of a non-operational level
upon one of the power supply rails. Chip security requires the
status of the power supply rails to be known and available on
both supply domains.

FIG. 1 illustrates a block diagram of a prior art system.
Protected device 100, which may be a part of a larger inte-
grated circuit, includes two power domains. L.oad1 101 is the
first power domain consisting of input/output circuits and
analog circuits. Load2 102 is the second power domain con-
sisting of digital logic circuits and memory.

Protected device 100 receives two power supplies. These
are high voltage power supply VDDHV and low voltage
power supply VDDLV. As illustrated in FIG. 1 loadl 101 is
powered from the high voltage power supply VDDHYV and
Load2 102 is powered from the low voltage power supply
VDDLV.

High voltage power supply VDDHYV is monitored by two
voltage monitors. VDDHYV monitor 111 produces a signal
POKHYV, if the voltage of high voltage power supply
VDDHYV is lower than an operational high limit level.
VDDHL monitor 121 produces a signal POKHV, if the volt-
age of high voltage power supply VDDHYV is above an opera-
tional low limit level. VDDHYV monitor 111 is powered from
high voltage power supply VDDHV. VDDHL monitor 121 is
powered from low voltage power supply VDDLV. If the high
voltage power supply VDDHYV is at a proper level between
the operational low limit level and the operational high limit
level both signals POKHV, and POKHV, are active.

Low voltage power supply VDDLYV is monitored by two
voltage monitors. VDDLV monitor 112 produces a signal
POKIV1 if the voltage of low voltage power supply VDDLV
is lower than an operational high limit level. VDDLV monitor
122 produces a signal POKLV, if the voltage of low voltage
power supply VDDLYV is above an operational low limit level.
VDDLV monitor 112 is powered from high voltage power
supply VDDHV. VDDLV monitor 122 is powered from the
low voltage power supply VDDLV. If the low voltage power
supply VDDLYV is at a proper level between the operational
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low limit level and the operational high limit level both sig-
nals POKLV | and POKLV, are active.

The prior art tamper resistant circuit of FIG. 1 duplicates
voltage monitor circuits on both supply domains. Voltage
monitor circuits 111, 112,121 and 122 include power on reset
circuits and power OK circuits that typically employ an ana-
log comparator and bandgap reference to accurately measure
the supply rail voltage. The prior art circuit shown in FIG. 1 is
an effective solution but not an efficient solution. This prior
art circuit imposes increased the power consumption of the
battery backed domain. This is disadvantageous because the
battery backed domain typically requires very low average
current consumption. The low voltage levels of the digital
supply may not be adequate for implementing some of the
analog circuits.

FIG. 2 illustrates a block diagram of a system according to
this invention. Protected device 200, which may be a part of a
larger integrated circuit, includes two power domains. Loadl
101 and load2 102 are the same as illustrated in FIG. 1.
Protected device 200 receives the same power supplies high
voltage power supply VDDHYV and low voltage power supply
VDDLYV as illustrated in FIG. 1. Loadl 101 is powered from
the high voltage power supply VDDHYV and load2 102 is
powered from the low voltage power supply VDDLV.

High voltage power supply VDDHYV is monitored by volt-
age monitor VDDHYV 211. VDDHYV monitor 211 produces a
signal POKHV, if the voltage of high voltage power supply
VDDHY is lower than an operational high limit level. Low
voltage power supply VDDLYV is monitored by voltage moni-
tor VDDLV 212. VDDLV monitor 122 produces a signal
POKLYV, if the voltage of low voltage power supply VDDLV
is above an operational low limit level. VDDHYV monitor 211
is powered from high voltage power supply VDDHW.
VDDLV monitor 212 is powered from low voltage power
supply VDDLV.

VDDHY monitor 211 also produces a switch control signal
controlling the state of switch 213. Switch 213 when open
isolates load2 102 from low voltage power supply VDDLV.
Switch 213 when closed powers load2 102 from low voltage
power supply VDDLV.

In FIG. 2 high voltage power supply VDDHYV is considered
the main secure domain supply. The second rail is sourced via
switch 213 from low voltage power supply VDDLV only if
high voltage power supply VDDHYV is within the specified
voltage levels as detected by voltage monitor 211. If high
voltage power supply VDDHYV goes out of its normal opera-
tion range due to tampering, VDDHYV monitor 211 issues a
reset to Load2 102 and opens switch 213. This disconnects
low voltage power supply VDDLV from Load2 102. Hence
any access to memory or a digital circuit within Load2 is
prevented by the absence of the high voltage power supply
VDDHYV. Switch 213 is constructed to prevent low voltage
power supply VDDLV from passing through to Load2 102
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even if monitor circuits 211 and 212 do not have sufficiently
high voltage to operate. Once high voltage power supply
VDDHY reaches a high enough voltage to allow low voltage
power supply VDDLYV pass through to internal circuits via
switch 213, monitor circuits 211 and 212 would also be
functional.

What is claimed is:

1. An electronic system comprising:

a first power supply having a first voltage level;

a second power supply having a second voltage level lower
than said first voltage level;

a first load connected to be powered by said first power
supply;

a first voltage monitor circuit connected to said first power
supply to be powered by said first power supply and to
sense said first power supply, said first voltage monitor
circuit generating a first output signal indicating whether
said first voltage level of said first power supply is within
predetermined limits;

a second voltage monitor circuit connected to said first
power supply to be powered by said first power supply,
connected to said second power supply to sense said
second power supply, said second voltage monitor cir-
cuit generating a second output signal indicating
whether said second voltage level of said second power
supply is within predetermined limits;

a second load;

a power switch connected to said second power supply,
said first voltage monitor circuit and said second load,
said power switch having a closed state connecting said
second power supply to said second load if said first
output signal indicates said first voltage level of said first
power supply is within said predetermined limits and
having an open state isolating said second power supply
from said second load if said first output signal indicates
said first voltage level of said first power supply not is
within said predetermined limits.

2. The electronic system of claim 1, wherein:

said first load includes input and output circuits.

3. The electronic system of claim 1, wherein:

said first load includes analog circuits.

4. The electronic system of claim 1, wherein:

said second load includes digital memory.

5. The electronic system of claim 1, wherein:

said second load includes digital logic circuits.

6. The electronic system of claim 5, wherein:

said first voltage circuit generating a reset signal if said first
voltage level of said first power supply not is within
predetermined limits; and

said digital logic circuits are connected to said first voltage
monitor circuit to reset upon receiving said reset signal
from said first voltage monitor circuit.
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